Hobart City Coundl
Privacy Policy

Pur pose:

This policy statement sets out The Hobart City Council’s approach to managing,
handling and protecting the persond information of custoners.

The Council is committed to upholding theright to privacy of dl individuads who
have business dealings with the Council. The Council will takethe necessary steps
to ensurethat the persond information tha customers sharewith us remains
confidential.

This policy will also serveto regulate and consolidate Council proceduresin relation
to the handling of persond information.

Scope:
This policy applies to employees and contractors of the Council.

The policy covers persond information that is collected, retained, stored and used by
the Council where it is necessary for one or more of the Council' s functions or
activities.

1.1 ‘Pesonal information’ is defined as:

information or an opinion (including information forming part of adaabase),
whether true or not, and whether recorded in a material form or not, about an
individual whoseidentity is apparent, or can reasonably be ascertained, from
theinformation or opinion.

Itis therefore, any information which can be used to identify an individud.

Bxamples of personal information hed by the Council indude; information relating to
individud properties and property owners; the names of conplainants and objectors;
dog registration information; parking infringement information; rates information; and
sensitiveinformation such as hedth details collected on the THA C membership form

Privecy Officer:

The Council will appoint aPrivacy Officer to overseethe operation of the Privacy
Policy in consultation with Council’s legal team The Privacy Officer will liase with
customers with respect to requests, enquiries and conplaints regarding persond
information kept by the Council.



Itis gppropriatethat the Freedomof Information Officer be gppointed to the position
of Privacy Officer. This officer will receive customer requests for access to persond
information and action these requests; respond to requests in writing; amend
personal information; and liase with therelevant divisions/unitsin relation to
information requests and amendments. The Privacy Officer will consult with the
Council’ s Legal Team where gopropriate.

Palicy:

The Collection of Per sond Information:

Itis the policy of the Council to collect personal information only if it is necessary for
one or more of its functions or activities.

Certain information is collected in order to conmply with laws and regulations.

Whenever the Council collects persond information, the information and the reasons
for its collection will be shared with customers upon request. Requests of this nature
areto beforwarded to the Councdil’s Privacy Officer.

The Council will only use personal information for the purposes for which it was
collected and for any other use authorised or required by law, including law
enforcement and compliance activities.

Atthetime that personal informeation is collected, or as soon as practicable after
collection, an individua will be provided with acopy of the Council’s Privacy
Statement. The Privacy Statement isa sunmary of the Privacy Policy and will be
readily available and accessible to the public.

Sensitiveinformation shall not be collected without express consent and unlessthe
collection isrequired by law.

Sensitiveinformation is defined as; information or opinion aout an individud’s
racial or ethnic origin, politica opinions, membership of apolitical association,
religious beliefs or affiliations, philosophicd beliefs, menbership of a professional or
trade association, membership of a trade union, sexud preferences or practices,
criminal record, hedth information and financid status.

Use and Disclosur €

Itis the Council's policy that personal information will not be divulged to third
parties outside the Council for theirindependent use unless the person to which the
information relates has authorised the Council to do so, or the disclosureis required
or allowed by law. The Council and its employees will not sell, trade or make
available personal information to others. Information provided by menbers or the



public will only be shared with other business units within the Hobart City Council
where necessary.

Where the Council out sources functions that involve the collection, utilisation
and/or holding of persond information, contractual measures shall be taken to ensure
that the contractors and subcontractors do not act in a way that would amount to a
breach of privacy standards. The Council will requirethat these vendors and service
companies maintain the confidentiality of thisinformation and abide by all applicable
laws. The Council will not permit third partiesto sell or usetheinformation for their
OWN pUrposes.

Contracts with third parties will include clear provisions about the purposes for
which the contractor isto usetheinformation and other provisions necessary to
ensure the contractor does not make unauthorised disclosures. They will also
contain provisions about how the contractor is to keep the informetion secure, and
what it must do with the information when it has conpleted the contracted out
activity.

Data Qudity:

The Council will take dl reasonable steps to ensure that custoners' personal
information is accurate, complete and up-to-date. The Council will respond to any
requests fromthe public to correct inaccurate information in a timely manner. Such
requests must be forwarded to the Council’s Privacy Officer.

Data Secur ity:

The Council will take steps to protect the persond information it holds from msuse
and loss and from unauthorised access, modification or disclosure.

Enployees are responsiblefor protecting persond information frommisuse, loss,
corruption or disclosure. Personal information will be handled with care and only
used for authorised purposes.

All enployees must maintain public confidentiality and respect the privacy of
individuas who have dealings with the Council. Employees must treat all personal
information as confidentid, and sensitive information as highly confidential. Council
enployees will not disclose any confidentid information, use any information to ther
personal advantage or permit unauthorised access to information.

Requests for information frompolice, government agencies or anyone outside the
Council,in regard to customers, is to bedirected to the Privacy Officer.

Council files are strictly confidential and under no circunmstances should amember of
the public have accessto files. Employees must aso be conscious of security within
the office environment when members of the public are present. Exernal customers
must not beleft unatended with Council files.



Itis noted that Council Policy 5.01.01 states:

‘“Where acomplaint or objection is received by the Council by way of letter or
verbdly or through an Alderman theidentify of the complainant shall not be
disclosed to any outside party, without the consent of the complainant or objector.’

Disciplinary measures will be taken in the event that employees act in contravention
of this policy and fail to accede to the principles of confidentiality and privacy .

The Council maintains appropriae security standards and procedures to help
prevent accessto confidentid information by anyone not authorized to access such
information. Enployees are obliged to assist in maintaining security standards and
procedures.

BExamples of thety pes of security measures that Council has implemented and will
continueto support include:

¢ physical security —Council has adopted measures to prevent unauthorised
entry to prenmises, sy stems to detect unauthorised access and secure
contaners for storing paper-based persond information;

e computer and network security — Council has adopted measures to protect
computer systems and networks for storing, processing and transmitting
personal information fromunauthorised access, nodification and disclosure;

e communications security — Council has adopted measures to prevent
unauthorised intrusion into computer networks; and

e personnd security — Council has adopted procedural and personnd measures
for limting access to persond information by authorised staff for gpproved
purposes and controls to minimise security risks to the organisation’s T
systems.

Destruction of records containing personal information, including personal recordsis
by secure means. Ordinarily, garbage disposd or recycling of intact documents are
not secure means of destruction and should only be used for documents that are
already in the public domain. Reasonable steps to destroy paper documents that
contan persond information include shredding, pulping or the disintegration of
paper. All computers that arerenoved fromuse and made available for non-council
purposes will haveall dataremoved fromthe hardware.

Openness:

The Council has a Privacy Statement, which is a summary of this policy, readily
available and accessible to the public. Thereisalinkto the Privacy Statement on the
internet and intranet. Hard copies of the Privacy Satement will alway s be available at

the Customer Service Centre.

Access and Corr ection:



Individuds are entitled to access personal information about themwhich is held by
the Council. Individuds are entitled to know generally what sort of personal
information the Council holds about them, for what purposes, and how it collects,
holds, uses and discloses tha information.

Requests for access to such information are to be made in writing and forwarded to
the Council’s Privacy Officer for action. The Privacy Officer must establish the
identity of the individual asking for the information.

If an individual has made awritten request for access, the Privacy Officer will
acknowledgethe request as soon as possible or a least within 7 day s of therequest.
If granting access is straight forward, it will be appropriate to grant access within 14
days, or if providing access is more conplicated, within 30 days.

The Council will respond to public requests to correct information in atimely manner.

The Council will provide written reasons when a request for access or correction of
personal information is refused.

Anonymity:

Whenever it is lawful and practicable to do so, customers will be given the option of
not identifying thenseves when deding with the Council.

Training:
All Council employees will receive training to increase their awareness in relaion to

the treatment of personal information in theworkplace. Saff will betrained in
security awareness, practices and procedures.



